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Chapter one 

Introduction to Risk Management and Importance of Risk Management 

1. Risk  

Risk can be defined as the chance of loss or an unfavorable outcome associated with an 
action. Uncertainty means not knowing what will happen in the future. The greater the 
uncertainty, the greater the risk. For an individual firm manager, risk management 
involves optimizing expected returns subject to the risks involved and risk tolerance.  

2. Risk Management  

Risk management occurs everywhere in the financial world. It occurs when an investor 

buys low-risk government bonds over more risky corporate bonds, when a fund manager 

hedges his currency exposure with currency derivatives and when a bank performs a 

credit check on an individual before issuing a personal line of credit. Stockbrokers use 

financial instruments like options and futures, and money managers use strategies like 

portfolio and investment diversification, in order to mitigate or effectively manage risk. 

Risk management is the identification, evaluation, and prioritization of risks followed by 

coordinated and economical application of resources to minimize, monitor, and control 

the probability or impact of unfortunate events or to maximize the realization of 

opportunities. Risk management’s objective is to assure uncertainty does not deflect the 

endeavor from the business goals. 

Risks can come from various sources including uncertainty in financial markets, threats 

from project failures (at any phase in design, development, production, or sustainment 

life-cycles), legal liabilities, credit risk, accidents, natural causes and disasters, deliberate 

attack from an adversary, or events of uncertain or unpredictable root-cause. There are 

two types of events i.e. negative events can be classified as risks while positive events are 

classified as opportunities.  

Methods, definitions and goals vary widely according to whether the risk management 

method is in the context of project management, security, engineering, industrial 

processes, financial portfolios, actuarial assessments, or public health and safety. 

Strategies to manage threats (uncertainties with negative consequences) typically include 

avoiding the threat, reducing the negative effect or probability of the threat, transferring 
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all or part of the threat to another party, and even retaining some or all of the potential 

or actual consequences of a particular threat, and the opposites for opportunities 

(uncertain future states with benefits). Certain aspects of many of the risk management 

standards have come under criticism for having no measurable improvement on risk; 

whereas the confidence in estimates and decisions seem to increase. 

In ideal risk management, a prioritization process is followed whereby the risks with the 

greatest loss (or impact) and the greatest probability of occurring are handled first, and 

risks with lower probability of occurrence and lower loss are handled in descending 

order. In practice the process of assessing overall risk can be difficult, and balancing 

resources used to mitigate between risks with a high probability of occurrence but lower 

loss versus a risk with high loss but lower probability of occurrence can often be 

mishandled. Risk management also faces difficulties in allocating resources. This is the 

idea of opportunity cost. Resources spent on risk management could have been spent on 

more profitable activities. Again, ideal risk management minimizes spending (or 

manpower or other resources) and also minimizes the negative effects of risks. 

2.1 Importance of Risk Management  

Because taking risk is an integral part of the banking business, it is not surprising that 

banks have been practicing risk management ever since there have been banks - the 

industry could not have survived without it. The only real change is the degree of 

sophistication now required to reflect the more complex and fast-paced environment. 

The Asian financial crisis of 1997 illustrates that ignoring basic risk management can also 

contribute to economy-wide difficulties. The long period of remarkable economic growth 

and prosperity in Asia masked weaknesses in risk management at many financial 

institutions. Many Asian banks did not assess risk or conduct a cash flow analysis before 

extending a loan, but rather lent on the basis of their relationship with the borrower and 

the availability of collateral - despite the fact that collateral was often hard to seize in the 

event of default. The result was that loans - including, I might add, loans by foreign banks 

- expanded faster than the ability of the borrowers to repay. Additionally, because many 

banks did not have or did not abide by limits on concentrations of lending to individual 

firms or business sectors, loans to overextended borrowers were often large relative to 

bank capital, so that when economic conditions worsened, these banks were weakened 

the most. 
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The Asian crisis also illustrates the potential benefit of more sophisticated risk 

management practices. Many Asian banks did not adequately assess their exposures to 

exchange rate risk. Although some banks matched their foreign currency liabilities with 

foreign currency assets, doing so merely transformed exchange rate risk into credit risk, 

because their foreign currency borrowers did not have assured sources of foreign 

currency revenues. Similarly, foreign banks underestimated country risk in Asia. In both 

cases, institutions seemed to have assumed that stability would continue in the region 

and failed to consider what might happen if that were not the case. A greater willingness 

and ability of banks to subject their exposures to stress testing could have highlighted the 

risks and emphasized the importance of key assumptions. Had they conducted stress 

tests, some lenders might have seen how exposed they were to changes in exchange 

rates or to an interruption of steady economic growth. 

As risk is inherent particularly in financial institutions and banking organizations and even 

in general. Till date banking sectors have been working in regulated environment and 

were not much exposed to the risks but due to the increase of severe competition banks 

have been exposed to various types of risks such as financial risks and non-financial risks. 

The function and process of Risk Management in Banks is complex, so the banks are 

trying to use the simplest and sophisticated models for analyzing and evaluating the risks. 

In a scientific manner, banks should have expertise and skills to deal with the risks which 

are involved in the process of integration. In order to compete effectively, large-scale 

banking organizations should develop internal risk management models. At a more 

desired level, Head offices staff should be trained in risk modeling and analytic tools to 

conduct Risk Management in Banks. 

3. Types of Risks Faced by Banks  

Types of Risk  

Risk is the volatility of returns leading to “unexpected losses,” with higher volatility 

indicating higher risk. Risk factors can be broadly grouped together into the following 

major categories: market risk, credit risk, liquidity risk, operational risk, legal and 

regulatory risk, business risk, strategic risk, and reputation risk. These are shown in Figure 

below: 
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These categories can then be further decomposed into more specific categories, as we 

show in Figure below for market risk and credit risk. Market risk and credit risk are 

referred to as financial risks. 
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3.1 Market Risk 

Market risk is the risk of losses in the bank’s trading book due to changes in equity prices, 

interest rates, credit spreads, foreign-exchange rates, commodity prices, and other 

indicators whose values are set in a public market 

3.2 Credit Risk 

Credit risk is the risk of an economic loss from the failure of a counterparty to fulfill its 

contractual obligations, or from the increased risk of default during the term of the 

transaction. For example, credit risk in the loan portfolio of a bank materializes when a 

borrower fails to make a payment, either of the periodic interest charge or the periodic 

reimbursement of principal on the loan as contracted with the bank. Credit risk can be 

further decomposed into four main types: default risk, bankruptcy risk, downgrade risk, 

and settlement risk. 

3.3 Liquidity Risk 

Liquidity risk is the risk stemming from the lack of marketability of an investment that 

cannot be bought or sold quickly enough to prevent or minimize a loss. In short it is the 

risk that may disable a bank from carrying out day-to-day cash transactions. 

Liquidity risk comprises both “funding liquidity risk” and “trading liquidity risk”. 

 

Funding liquidity risk relates to a firm’s ability to raise the necessary cash to roll over its 

debt; to meet the cash, margin, and collateral requirements of counterparties; and to 

satisfy capital withdrawals.  

Trading liquidity risk, often simply called liquidity risk, is the risk that an institution will 

not be able to execute a transaction at the prevailing market price because there is, 

temporarily, no appetite for the deal on the other side of the market. If the transaction 

cannot be postponed, its execution may lead to a substantial loss on the position. 
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3.4 Operational Risk 

Operational risk refers to potential losses resulting from a range of operational 

weaknesses including inadequate systems, management failure, faulty controls, fraud, 

and human errors; in the banking industry, operational risk is also often taken to include 

the risk of natural and man-made catastrophes (e.g., earthquakes, terrorism) and other 

nonfinancial risks. 

Human factor risk is a special form of operational risk. It relates to the losses that may 

result from human errors such as pushing the wrong button on a computer, inadvertently 

(unintentionally) destroying a file, or entering the wrong value for the parameter input of 

a model. Operational risk also includes fraud. 

3.5 Legal and Regulatory Risk 

Legal and regulatory risk arises for a whole variety of reasons; it is closely related to 

operational risk as well as to reputation risk. For example, counterparty might lack the 

legal or regulatory authority to engage in a risky transaction.  

3.6 Business Risk 

Business risk refers to the classic risks of the world of business, such as uncertainty about 

the demand for products, or the price that can be charged for those products, or the cost 

of producing and delivering products. 

3.7 Strategic Risk 

Strategic risk refers to the risk of significant investments for which there is a high 
uncertainty about success and profitability. It can also be related to a change in the 
strategy of a bank vis-à-vis its competitors. If the venture is not successful, then the firm 
will usually suffer a major write-off and its reputation among investors will be damaged. 

3.8 Reputation risk 

From a risk management perspective, reputation risk can be divided into two main 

classes: the belief that an enterprise can and will fulfill its promises to counterparties and 

creditors; and the belief that the enterprise is a fair dealer and follows ethical practices. 

 Kabul Bank collapse in 2010 

3.9 Systemic risk 

Systemic risk, in financial terms, concerns the potential for the failure of one institution 

to create a chain reaction or domino effect (consequences) on other institutions and 

consequently threaten the stability of financial markets and even the global economy. 
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Chapter Two 

Risk Strategy & Risk Attitude, Factors Affecting Risk Attitude 

1. Risk Strategy 

A risk strategy provides a structured and coherent approach to identifying, assessing and 

managing risk. 

It builds in a process for regularly updating and reviewing the assessment based on new 

developments or actions taken. A risk management strategy can be developed and 

implemented by even the smallest of groups or projects or built into a complex strategy 

for multi-site international banks. 

The process of identifying and reviewing the risks that you face is known as risk 

assessment. By assessing risks you are able to be actively aware of where uncertainty 

surrounding events or outcomes exists and identifying steps that can be taken to protect 

the bank, people and assets concerned.  

2. Risk Attitude 

“Risk” is defined as “an uncertainty that could have a positive or negative effect on one 

or more objectives”, and “attitude” is defined as “chosen state of mind, mental view or 

disposition with regard to a fact or state”, then combining the two gives an initial 

definition of “risk attitude” as “chosen state of mind with a fact or state. 

3. Factors Affecting Risk Attitude 

3.1 Conscious factors 

These are the visible and measurable characteristics of a particular risky situation, based 

on our rational assessment. We also take account of situational factors such as whether 

we have done anything similar before (familiarity), the degree to which we have control 

of the situation (manageability), or how soon the situation is expected to affect us 

(proximity). 

3.2 Subconscious factors 

These include heuristics and other sources of cognitive bias. Heuristics are mental short-

cuts based on our previous experience. Some heuristics help us to reach an appropriate 

position quickly, while others can be misleading. Unfortunately because heuristics are 
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subconscious, their influence is often hidden, and they can be a significant source of bias. 

Common heuristics include memory of significant events (availability), or the conviction 

that we already know the right answer (confirmation trap). 

3.3 Affective factors  

These are gut-level visceral feelings and emotions which tend to rise up automatically or 

instinctively in a situation and influence how we react. Fear, excitement or attraction can 

lead us to adopt risk attitudes which a more rational assessment might not consider. 

The triple strands of influences interact together to affect perception in two important 

ways: how people perceive a particular risky situation, and what they perceive as the 

right way to respond to it. By appreciating how the triple strand factors drive our 

perception of risky situations, we will understand better why we adopt different risk 

attitudes. This will help us to manage our attitudes to risk proactively so that we make 

good decisions, select appropriate responses, and improve our management of risk. 
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Chapter Three 

Corporate Governance and Related Articles of Banking Law 

1. Corporate Governance  

Corporate Governance” means rules and practices by which a board of supervisors 

ensures accountability, fairness, and transparency in a bank’s relationship with its all 

stakeholders. 

Articles in Afghanistan Banking Law 

2. Governance structure of banks - Article 47: 

Each bank shall have the following governance structure:  

1. a general meeting of shareholders;  

2. a board of supervisors; and  

3. a management board.  

Before a bank appoints a person to serve on its board of supervisors or management 

board, the bank must propose the issue to Da Afghanistan Bank as well as submit 

documents pursuant to Article 12of this law, during an application for a banking license, 

and shall obtain Da Afghanistan Bank’s authorization.  

3. General meeting of shareholders - Article 48: 

The general meeting of shareholders of a bank “which in this law referred to as general 

assembly of shareholders” shall have the following duties and powers:  

 to adopt the procedures  of the bank and amendments thereto; 

 to adopt the by-laws of the bank and amendments thereto, provided that the 

general meeting of shareholders may authorize the board of supervisors to 

perform these functions, 

 to appoint and to dismiss the members of the board of supervisors and determine 

their remuneration; 

 to adopt increases in the authorized capital of the bank and to determine the 

terms and conditions on which shares of the bank may be issued; 
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According to the value of the shares in the capital of the bank, each shareholders have 

voting power proportionate to their shares in capital, and can be used in general 

assembly by each shareholders directly or through their representatives. 

At least one regular session of the general meeting of shareholders shall be held each 

year after completion of the external audit of the balance sheet and financial statements 

of the bank for the preceding financial year, and no later than 3 months after the end of 

that financial year.  

Extraordinary sessions of the general meeting of shareholders may be convened at the 

request of the board of supervisors, the management board, shareholders together 

holding 20 percent or more of total voting rights, or Da Afghanistan Bank.  

4. Membership of the board of supervisors - Article 49: 

The members of board of supervisors of a bank shall be uneven number of not less than 

3 and more than to 9 persons, who are appointed by the general meeting of 

shareholders of the bank for a period of four years; they may be reappointed for 

subsequent terms of equal length. The board of supervisors shall designate a member of 

the board of supervisors to be chairman of the board of supervisors.  

At least two-thirds of the members of the board of supervisors and including the 

Chairman must be independent members. Shareholders of a bank, their representatives 

and close relatives may not constitute a majority of the members of the board of 

supervisors of that bank.  

A member of the board of supervisors of a bank may own shares of the bank, or the 

bank’s parent bank holding company, in his or her individual name, in an amount 

determined by Da Afghanistan Bank. Members of the board of supervisors who own such 

shares may be permitted to receive all or a portion of their remuneration in the form of 

bank or bank holding company shares in accordance with policies approved by the board 

of supervisors. 

5. Audit committee - Article 52 

The board of supervisors of each bank shall establish an audit committee of uneven 

number of not less than 3 and more than 9 members, the majority of whom shall consist 

of independent members of the board of supervisors or any other qualified persons. At 

least one member of the audit committee shall have sufficient experience and expertise 

in banking, accounting, or financial management.  
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Prior to appoint a person as an audit committee member, upon application for the 

banking license, the board of supervisors shall submit proposal to Da Afghanistan Bank 

along with relevant information and documents in accordance with article 12 of this law, 

and obtain the approval of Da Afghanistan Bank.  

None of the members of the audit committee may be members of the management 

board or employees of the bank or an enterprise in the same group as the bank.  

The audit committee of a bank shall have the following duties and responsibilities:  

1. review the annual financial statements of the bank before the statements are 

approved by the board of supervisors; 

2. review such other financial reports of the bank as the audit committee deems 

necessary; 

3. review and evaluate the bank’s policies regarding internal controls, and make 

recommendations to the board of supervisors regarding their approval; 

The audit committee shall meet at least once per quarter, and may meet more frequently 

if the committee deems it to be necessary. The quorum of the audit committee is 

completed by existence of two third majority of the members and decisions are taken by 

a majority vote of the committee members who are present. Members may not abstain 

from voting except where voting would lead to a conflict of interest.  

The audit committee may only call a meeting of the board of supervisors of the bank to 

consider any matter of concern to the committee.  

The audit committee may hire its own legal and auditing experts.  

6. Risk management committee - Article 53: 

The board of supervisors of each bank shall establish a risk management committee, the 

majority of which shall consist of independent members of the board of supervisors. At 

least one member of the risk management committee shall have expertise in risk 

management and banking.  

To assists the board of supervisors in developing, approving, and monitoring the 

implementation of the bank’s risk management policies, the risk management committee 

shall:  

1. review and evaluate the bank’s proposed policies, strategies, limits and 

procedures for risk management, and report its findings to the board of 
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supervisors, together with appropriate recommendations for changes it deems 

necessary, 

2. ensure that the bank’s risk management program is conducted in accordance with 

the policies, strategies and limits approved by the board of supervisors and with 

relevant laws and regulations of Da Afghanistan Bank; 

3. monitor the implementation of these policies, strategies and limits through 

receipt of reports from senior management and/or the bank’s risk management 

function; 

4. submit reports to the board of supervisors on the effectiveness of the bank’s risk 

management process; 

5. Perform other tasks assigned to it by the board of supervisors relative to the 

bank’s risk management program. 

The board of supervisors of a bank may assign some or all of the functions referred to in 

this Article to the audit committee.  

7. Management board - Article 56: 

The management board of a bank shall consist of at least 5 members.  

The management board of a bank shall include:  

 chief executive officer 

 deputy chief executive officer; 

 chief operation officer, chief credit officer and chief finance officer. 

Such other officials as may be specified in the bank’s charter or by-laws or deemed 

appropriate by the board of supervisors. The same person may perform more than one 

of the functions specified in paragraph 2 of this Article, so long as all of the functions are 

covered.  The salary and remuneration of members of the management board, their 

appointment and dismissal shall be determined and approved by board of supervisors.  

Shareholders of banks, their representatives, and close relatives may not serve as 

management board member of such banks.  

8. Internal audit function - Article 61 

Each bank shall establish an internal audit function, which shall: 

1. assess the suitability and sufficiency of the bank’s internal controls for its activities, 

in accordance with Article 60of this Law; 



Corporate Governance and Related Articles of Banking Law 13 

 

 

2. regularly monitor compliance with the requirements, rules of procedure, 

limitations and other rules established by the board of supervisors or the 

management board; 

3. Observe the provisions considered in the legislation and related procedures. 

4. analyze the deficiencies discovered in the activities of the bank and the employees 

thereof, cases of failure to perform duties and excess of authority; 

5. prepare proposals for the elimination of the deficiencies referred to in 

subparagraph 4 and for measures to prevent errors; 

6. discuss with the bank’s board of supervisors, audit committee and/or 

management regarding subparagraphs (1) through (5) of this paragraph; 

7. prepare reviews of the activities of the unit and submit the reviews to the board of 

supervisors and management of the bank pursuant to the procedure prescribed or 

approved by the board of supervisors; and 

8. Perform other tasks related to the above as determined by the board of 

supervisors. 

The internal audit function reports to the board of supervisors, either directly or through 

the board’s audit committee.  
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Chapter Four 

Risk Tolerance & Risk Appetite, Role of Management, Key Risk Indicators 
 

1. Risk Appetite and Risk Tolerance 

Risk appetite is the maximum amount of risk that an organization is willing to accept. Risk 

tolerance relates to risk appetite but differs in one fundamental way: risk tolerance 

represents the application of risk appetite to specific objectives. Risk tolerance is defined 

as: 

The acceptable level of variation relative to achievement of a specific objective, and often 

is best measured in the same units as those used to measure the related objective. In 

setting risk tolerance, management considers the relative importance of the related 

objective and aligns risk tolerances with risk appetite. Operating within risk tolerances 

helps ensure that the entity remains within its risk appetite and, in turn, that the entity 

will achieve its objectives. 

While risk appetite is broad, risk tolerance is tactical and operational. Risk tolerance must 

be expressed in such a way that it can be 

 Mapped into the same metrics the organization uses to measure success; 

 Applied to all four categories of objectives (strategic, operations, reporting, and 

compliance); and 

 Implemented by operational personnel throughout the organization. 

Because risk tolerance is defined within the context of objectives and risk appetite, it 

should be communicated using the metrics in place to measure performance. In that 

way, risk tolerance sets the boundaries of acceptable performance variability. 

2. Differentiating Key Performance Indicators from Key Risk Indicators 

It is important to distinguish key performance indicators (KPIs) from key risk indicators 

(KRIs). Both management and boards regularly review summary data that include 

selected KPIs designed to provide a high-level overview of the performance of the 

organization and its major operating units. These reports often are focused almost 

exclusively on the historical performance of the organization and its key units and 

operations. For example, reports often highlight monthly, quarterly, and year-to-date 
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sales trends, customer shipments, delinquencies, and other performance data points 

relevant to the organization. It is important to recognize that these measures may not 

provide an adequate “early warning indicator” of a developing risk because they mostly 

focus on results that have already occurred. While KPIs are important to the successful 

management of an organization by identifying underperforming aspects of the enterprise 

as well as those aspects of the business that merit increased resources and energy, senior 

management and boards also benefit from a set of KRIs that provide timely leading-

indicator information about emerging risks. 

Measures of events or trigger points that might signal issues developing internally within 

the operations of the organization or potential risks emerging from external events, such 

as macroeconomic shifts that affect the demand for the organization’s products or 

services, may provide rich information for management and boards to consider as they 

execute the strategies of the organization. 

Key risk indicators are metrics used by organizations to provide an early signal of 

increasing risk exposures in various areas of the enterprise. In some instances, they may 

represent key ratios that management throughout the organization track as indicators of 

evolving risks, and potential opportunities, which signal the need for actions that need to 

be taken. Others may be more elaborate and involve the aggregation of several individual 

risk indicators into a multi-dimensional score about emerging events that may lead to 

new risks or opportunities. 

An example related to the oversight of accounts receivable collection helps illustrate the 

difference in KPIs and KRIs. 

A key performance indicator for customer credit is likely to include data about customer 

delinquencies and write-offs. This key performance indicator, while important, provides 

insights about a risk event that has already occurred (e.g., a customer failed to pay in 

accordance with the sales agreement or contract). A KRI could be developed to help 

anticipate potential future customer collection issues so that the credit function could be 

more proactive in addressing customer payment trends before risk events occur. A 

relevant KRI for this example might be analysis of reported financial results of the 

company’s 25 largest customers or general collection challenges throughout the industry 

to see what trends might be emerging among customers that could potentially signal 

challenges related to collection efforts in future periods. 
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3. Role of the Management 

1. Management establishes risk appetite: An organization cannot know how well it is 

managing risk unless it establishes ranges of acceptable risk it can take in pursuit 

of its objectives. In doing so, management must effectively and clearly 

communicate: 

a. Goals and objectives 

b. Strategies 

c. Metrics (to know whether objectives are being achieved) 

d. Relevant time periods for pursuing the objectives 

e. Ranges of risk the organization is willing to take in pursuing the objectives 

2. Board oversees risk appetite: Oversight of the risk appetite (or acceptable ranges 

of acceptable risk) should be considered at the board level in conjunction with the 

senior management team. 

3. Applies throughout organization: Risk appetite needs to be applied regularly 

throughout all functional units of the organization. Culture is important: the 

organization must work to build the board’s view of risk appetite into the 

organizational culture. 

4. Aligns with stakeholders and managers: Because individuals are accountable for 

their results, every organization needs a robust governance process to ensure that 

compensation and incentive systems are aligned with the organization’s objectives 

and are managed to fall within the organization’s risk appetite. 

5. Manages risks and risk appetite over time: Organizations need to understand that 

risk appetites may change over time. Boards must be proactive on two levels: 

a. Communicating their articulation of risk appetite 

b. Monitoring organizational actions, processes, etc., to determine whether 

organizational activity has  strayed outside the organization’s risk appetite 

6. Monitors to ensure adherence to risk appetite: Adherence to an organization’s risk 

appetite, as well as to its risk management processes, should be monitored 

regularly. The results of the monitoring should be reported to the audit committee 

and/or board and to the relevant members of executive management. 

7. Supports culture: The tone at the top influences the culture of the organization. 

The tone can be either positive or negative in ensuring that risks are managed 

within acceptable limits. Ideally, prudent risk taking is built into the organization’s 

culture in its public statement of core values. 
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8. Considers resources: It takes effort to operate within the organization’s risk 

appetite. Resources must be available and dedicated to operating within this 

appetite. 

9. Communicates through strategies and objectives: Risk appetite is communicated 

effectively only if the organization can clearly communicate its major strategies 

and objectives at both the global level and the functional/operational level. 

10. Clearly communicates how much risk the organization is willing to accept at all 

levels: Risk appetite and risk tolerance are complementary concepts. They can be 

combined to determine acceptable ranges of risk for the organization. 
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Chapter Five 

 

1. Incident Reporting System and Fraud Risk Management 

“Fraud is any intentional act or omission designed to deceive others, resulting in the 

victim suffering a loss and/or the perpetrator achieving a gain.” 

All organizations are subject to fraud risks. It is impossible to eliminate all fraud in all 

organizations. The board of directors and top management and personnel at all levels of 

the organization — including every level of management, staff, and internal auditors — 

have responsibility for managing fraud risk. Particularly, they are expected to understand 

how the organization is responding to heightened risks and regulations, as well as public 

and stakeholder scrutiny; what form of Fraud Risk Management Program the 

organization has in place; how it identifies fraud risks; what it is doing to better prevent 

fraud, or at least detect it sooner; and what process is in place to investigate fraud and 

take corrective action. Fraud deterrence is a process of eliminating factors that may 

cause fraud to occur. 

Deterrence is achieved when an organization implements a fraud risk management 

process that: 

 Establishes a visible and rigorous fraud governance process 

 Creates a transparent and sound anti-fraud culture 

 Includes a thorough fraud risk assessment periodically 

 Designs, implements, and maintains preventive and detective fraud control 

processes and procedures 

 Takes swift action in response to allegations of fraud, including, where 

appropriate, actions against those involved in wrongdoing 

Each organization needs to assess the degree of emphasis to place on fraud risk 

management based on its size and circumstances. 
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2. Comprehensive Fraud Risk Management Process 

This rigorous approach results in an ongoing, comprehensive fraud risk management 

process as follows: 

 

This comprehensive approach recognizes and emphasizes the fundamental difference 
between internal control weaknesses resulting in errors and weaknesses resulting in 
fraud. This fundamental difference is intent. An organization that simply adds the fraud 
risk assessment to the existing internal control assessment may not thoroughly examine 
and identify possibilities for intentional acts designed to: 

 Misstate financial information 
 Misstate non-financial information 
 Misappropriate assets 
 Perpetrate illegal acts or corruption 

Implementing a specific and more focused fraud risk assessment as a separate fraud risk 

management process provides greater assurance that the assessment’s focus remains on 

intentional acts. 

The comprehensive approach is also likely to result in a more robust and comprehensive 

assessment of fraud risk. It also provides the additional structure needed for 

comprehensive fraud risk management. If organizations use the more simplified 

approach (just performing the fraud risk assessment), they can combine those results 

with the 2013 COSO Framework’s results to yield more robust prevention and detection 

mechanisms.  
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Chapter six 

1. Risk Register – A Risk Management Tool, Risk Measurement Matrix 

A risk register is an inventory of all the risks to which an organization is exposed, the 

mechanisms in place to mitigate them and an assessment of their relative priority. For 

each risk, the following parameters are identified: 

a. Triggers: Key events the occurrence of which could lead to the risk materializing; 

b. Mitigation: Mechanisms in place to reduce the probability of occurrence or reduce 

the impact of each type of risk if it were to materialize. Potential mitigation 

measures include policies, procedures, internal controls and analytical tools; 

c. Owner: Unit or individual within the organization responsible for managing each 

risk; 

d. Probability and impact: Assessment, based on empirical evidence, qualitative tools 

or expert judgement, of the likelihood of the risk materializing and, if the risk 

materializes, the overall impact on the organization taking into account the 

mitigation mechanisms in place; 

e. Priority: Relative importance to the organization of each risk based on the 

combination of probability of occurrence and impact; and 

f. Key risk indicator: Parameter used to measure the level of risk that materialized. 

2. Risk measurement matrix 

A risk matrix is a matrix that is used during risk assessment to define the level of risk by 

considering the category of probability or likelihood against the category of consequence 

severity. This is a simple mechanism to increase visibility of risks and assist management 

decision making. For better understanding, please see the below diagram: 

Impact 

Catastrophic High Critical Critical Critical 

Serious High High Critical Critical 

Marginal Medium Medium High High 

Negligible Low Low Medium Medium 

  Remote Occasional Probable Frequent 

  Probability 
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For example, the harm severity can be categorized as: 

Catastrophic – very sever 

Critical – sever 

Marginal – major losses 

Negligible – low loss 

The probability of harm occurring might be categorized as 'Frequent, 'Probable', 

'Occasional' and 'Remote'. However it must be considered that very low probabilities may 

not be very reliable. 
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Chapter seven 

1. Risk Management Process in Financial Institutions 

The future cannot be predicted. It is uncertain, and no one has ever been successful in 

consistently forecasting the stock market, interest rates, exchange rates, or commodity 

prices—or credit, operational, and systemic events with major financial implications. 

However, the financial risk that arises from uncertainty can be managed. 
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2. International Standards on Risk Management 

A number of standards have been developed worldwide to help organizations implement 

risk management systematically and effectively. These standards seek to establish a 

common view on frameworks, processes and practice, and are generally set by 

recognized international standards bodies or by industry groups. Risk management is a 

fast-moving discipline and standards are regularly supplemented and updated. 

The different standards reflect the different motivations and technical focus of their 

developers, and are appropriate for different organizations and situations. Standards are 

normally voluntary, although adherence to a standard may be required by regulators or 

by contract. 

Commonly used standards include: 

 ISO 31000 2009 – Risk Management Principles and Guidelines 

 A Risk Management Standard – IRM/Alarm/AIRMIC 2002 – developed in 2002 by 

the UK’s 3 main risk organizations.  

 ISO/IEC 31010:2009 - Risk Management - Risk Assessment Techniques 

 COSO 2004 - Enterprise Risk Management - Integrated Framework 

 OCEG “Red Book” 2.0: 2009 - a Governance, Risk and Compliance Capability Model 

3. Asset Liability Committee & Its Functions 

3.1 Purpose, Goals and Responsibilities 

The purpose of the ALCO Committee is to oversee the asset/liability position, interest 

rate risk, liquidity and funds management and investment portfolio functions of the bank, 

as applicable. 

3.2 Organization 

ALCO normally consist of three or more directors. For all meetings a quorum normally 

consist of two or more committee members.     

Committee members are appointed by the Chairman of the Board of Directors.  The 

Chairman of the board selects the chairman of the ALCO Committee.  The members of 

the committee are appointed annually.   Committee members may be replaced or added 

at the discretion of the Chairman of the board.   In selecting the Chairman of the ALCO 

committee particular attention is paid to the financial expertise of the chairman, for it is 
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advisable that such a person be familiar with financial statements and financial 

analysis.  Members normally serve until their successors are appointed. 

3.3 Structure and Meetings 

The chair of ALCO normally preside at each meeting of the Committee and, in 

consultation with the other members of the Committee, sets the frequency and length of 

each meeting and the agenda of items to be addressed at each meeting.  The chairman 

ensures that the agenda for each meeting is circulated in advance of the meeting. 

Meetings need not be in person. Meetings may be conducted telephonically, via e mail or 

by other electronic means.      

The Committee normally keeps written minutes and other relevant records of each 

meeting, subject to review and approval by the members of the Committee, which are 

provided to the Board for its review and/or ratification at the next regular meeting of the 

board.   Such reports are maintained with the books and records of the bank. Following 

each of its meetings the Chairman of ALCO reports to the Board regarding the activities 

of the Committee. 

3.4 Performance Evaluation   

The ALCO Committee normally conducts an annual written performance evaluation of 

itself. 

The committee conducts an annual written review of its charter and recommend any 

proposed changes to the board for approval. 

3.5 Committee Authority and Responsibilities 

1. The Committee normally oversee the asset liability position, interest rate risk, 

liquidity and funds management and investment portfolio functions of the 

bank.   The Committee also performs such tasks as it determines to be necessary 

and appropriate to discharge this function.  The committee is knowledgeable 

about the regulatory environment of the bank, and complies with the letter and 

spirit of the laws and regulations on ALCO functions. 

2. The Committee meets normally four times annually, or more frequently as 

circumstances dictate. 

3. The Committee obtains the Board’s approval of any amendments to this charter. 

The Committee reviews and reassess this Charter, the performance of the 

Committee and the Committee’s role and responsibility. 
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4.  COSO’s Enterprise Risk Management Framework 
 

ERM Definition 

Enterprise risk management is a process, effected by an entity’ board of directors, 

management, and other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and manage risk to be 

within its risk appetite, to provide reasonable assurance regarding the achievement of 

entity objectives. 

Thus, a key principle is that ERM is designed to provide only reasonable, not absolute, 

assurance of achieving an entity’s objectives. 

ERM Concepts 

 Risk is the possibility that an event will occur and negatively affect the 

achievement of objectives. 

 An opportunity is the possibility that an event will occur and positively affect the 

achievement of objectives by creating or preserving value. Management plans to 

exploit opportunities, subject to the entity’s objectives and strategies. 

 Inherent risk is the risk in the absence of a risk response. 

 Control risk is the risk that controls fail to manage controllable risks effectively. 

 Residual risk is the risk that remains after a risk response. 

 Risk appetite is the amount of risk an entity is willing to accept in pursuit of value. 

It reflects the entity's risk management philosophy and influences the entity’s 

culture and operating style. 

 Risk tolerance is the acceptable variation relative to the achievement of an 

objective. 

ERM Capabilities 

 Consideration of risk appetite and strategy 

 Risk response decisions - ERM permits identification and selection of such 

responses to risk 

 Reduction of operational surprises and losses 

 Multiple and cross-enterprise risks – due to integrated framework 

 Response to opportunities 
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 Use of capital - The risk information provided by ERM permits 

1) Assessment of capital needs and 

2) Better capital allocation. 

ERM Components 

The components ordinarily are addressed in the order below: 

1. The internal environment reflects the entity’s (a) risk management philosophy, (b) 

risk appetite, (c) integrity, (d) ethical values, and (e) overall environment. It sets 

the tone of the entity. 

2. Objective setting precedes event identification. Objectives and related risk 

tolerances are set that align with the entity’s mission and risk appetite. 

3. Event identification  

4. Risk assessment  

5. Risk responses  

6. Control activities are policies and procedures 

7. The information and communication component identifies, captures, and 

communicates relevant and timely information. 

8. Monitoring – the full ERM process is monitored. 
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The components should be present and functioning effectively. Consequently, the 

components are criteria for the effectiveness of ERM. 

Responsibilities: 

Board of Directors  

The board has an oversight role. 

1. A majority of the board should be outside directors. 

2. Directors generally should have years of experience either in the industry or in 

corporate governance. 

3. Directors must be willing to challenge management’s choices. Satisfied directors 

increase the chances of adverse consequences. 

Senior Management 

The CEO sets the tone at the top of the entity and has ultimate responsibility for ERM. 

Senior management should ensure that sound risk management processes are 

functioning. Senior management also determines the entity’s risk management 

philosophy. 
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Risk Committee and Chief Risk Officer 

Larger entities may wish to establish a risk committee composed of directors that also 

includes managers, the individuals most familiar with entity processes. A chief risk officer, 

who should not be from the internal audit function, may be appointed to coordinate the 

entity’s risk management activities. 

Internal Audit’s Role in ERM 

The internal audit activity usually provides assurance (Core Roles) about the following: 

1. The design and effectiveness of risk management processes 

2. Management of key risks, including the effectiveness of response activities 

3. Risk assessment 

4. Reporting risk and control status 
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Chapter Eight 

1. CAMELS Rating System 

An international bank-rating system with which bank supervisory authorities rate 

institutions according to six factors. The six areas examined are represented by the 

"CAMELS."  

The CAMEL rating system is based upon an evaluation of following critical elements: 

 Capital adequacy 

 Asset quality 

 Management 

 Earnings 

 Liquidity 

 Sensitivity to market 

1.1 Purpose of CAMELS 

The purpose of CAMELS ratings is to determine a bank's overall condition and to identify 

its strengths and weaknesses: 

 Financial 

 Operational 

 Managerial 

Each bank is assigned a uniform composite rating based on six elements. The system 

provides a general framework for evaluating the banks. 

It is a standardized method which allows the assessment of the quality of banks 

according to standard criteria providing a meaningful rating. 

1.2 Rating Provisions 

Each element is assigned a numerical rating based on five key components: 

 Rating 1 indicates strong performance: BEST rating, 

 Rating 2 reflects satisfactory performance, 

 Rating 3 represents performance that is flawed to some degree. 

 Rating 4 refers to marginal performance and is significantly below average and 

 Rating 5- is considered unsatisfactory: WORST rating. 
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Based on the ratings of each element, a composite rating of 1 through 5 is assigned to 

the bank. All the factors reflected in the key components ratings are considered in 

assigning the composite rating. 

2. Capital Adequacy 

Rating Factors: Capital is rated based on the following considerations: 

 Nature and volume of problem assets in relation to total capital and adequacy of 

Loan Loss Reserve and other reserves 

 Balance sheet structure including off balance sheet items, market and 

concentration risk 

 Nature of business activities and risks to the bank 

 Asset and capital growth experience and prospects 

 Earnings performance and distribution of dividends 

 Capital requirements and compliance with regulatory requirements 

 Access to capital markets and sources of capital 

 Ability of management to deal with above factors 

3. Asset Quality 

Rating Factors: Asset quality is based on the following considerations: 

 Volume of problem of all assets 

 Volume of overdue or rescheduled loans 

 Ability of management to administer all the assets of the bank and to collect 

problem loans 

 Large concentrations of loans and insiders loans, diversification of investments 

 Loan portfolio management, written policies, procedures internal control, 

Management Information System 

 Loan Loss Reserves in relation to problem credits and other assets 

 Growth of loans volume in relation to the bank's capacity 

4. Management 

Rating Factors: Management is the most important element for a successful operation of 

a bank. Rating is based on the following factors: 

 Quality of the monitoring and support of the activities by the board and 

management and their ability to understand and respond to the risks associated 

with these activities in the present environment and to plan for the future 



Chapter Eight 31 

 

 

 Development and implementation of written policies, procedures, MIS, risk 

monitoring system, reporting, safeguarding of documents, contingency plan and 

compliance with laws and regulations controlled by a compliance officer 

 Availability of internal and external audit function 

 Concentration or delegation of authority 

 Compensations policies 

 Response to regulator concerns and recommendations 

 Overall performance of the bank and its risk profile 

6. Earnings 

Rating Factors: Earnings are rated according to the following factors: 

 Sufficient earnings to cover potential losses, provide adequate capital and pay 

reasonable dividends 

 Composition of net income. Volume and stability of the components 

 Level of expenses in relation to operations 

 Reliance on extraordinary items, securities transactions, high risk activities 

 Adequacy of budgeting, forecasting 

 Earnings exposure to market risks, such as interest rate variations, foreign 

exchange fluctuations and price risk 

7. Liquidity 

Rating Factors: Liquidity is rated based on the following factors: 

 Sources and volume of liquid funds available to meet short term obligations 

 Volatility of deposits and loan demand 

 Interest rates and maturities of assets and liabilities 

 Access to money market and other sources of funds 

 Diversification of funding sources 

 Reliance on inter-bank market for short term funding 

 Management ability to plan, control and measure liquidity process. 

 Contingency plan 

8. Sensitivity to Market Risks 

Rating Factors: Market risk is based primarily on the following evaluation factors: 

 Sensitivity to adverse changes in interest rates, foreign exchange rates, 

commodity prices, fixed assets 
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o Nature of the operations of the bank 

o Trends in the foreign currencies exposure 

o Changes in the value of the fixed assets of the bank 

o Importance of real estate assets resulting from loans write off 

 Ability of management to identify, measure and control the market risks given the 

bank exposure to these risks. 

9. Composite Rating 

The composite rating assigned is not an arithmetic average of the component ratings, but 

is based on a qualitative analysis of the factors comprising each component, the 

interrelationship between components, and the overall level of supervisory concern 

about the bank. 

10. The Basel Accords 

The Basel Accords are a series of banking regulations agreed by The Basel Committee on 

Banking Supervision (BCBS), a group comprising representatives from 27 major financial 

centers which aims to regulate finance and banking practices on an international level. 

Basel I, II and III were agreed in 1998, 2004 and 2013 respectively. 

10.1 Basel II – 2004 

The purpose of Basel II was to ensure the liquidity of banks by stipulating the minimum 

levels of capital that financial institutions needed to put aside to offset potential losses 

from investment and lending. The Accord required banks to hold 2% of common equity 

and 4% of Tier 1 capital. By regulating this on an international level, Basel II attempted to 

ensure that no single national system could develop an unfair competitive advantage. 

The Three Pillars of Basel II 

 Minimum Capital Requirements 

 Supervisory Review 

 Market Discipline: The regulations were not popular with the banking industry, 

which generally believed self-regulation would be more effective. 

10.2 Basel III - 2013 

Following the banking crisis of 2007/08 a new, strengthened iteration of the Basel 

Accords was released: Basel III. This Accord was announced in January 2013, with an 

introduction schedule running to 2018. 
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Basel III built on the 2004 version by: 

 increasing common equity requirements to 4.5%; 

 increasing Tier 1 capital requirements to 6%; 

 introducing a minimum leverage ratio (Tier 1 capital divided by assets) of 3%; 

 introducing two required liquidity ratios (one, the Liquidity Coverage Ratio, 

requiring a bank to hold sufficient liquid assets to cover its net cash outflow for 30 

days; the other, the Net Stable Funding Ratio, requiring available funding to 

exceed the required amount of stable funding “over a one-year period of 

extended stress”). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



34 Risk Management  

 

Chapter Nine 

1. Banking Regulations 

The capital adequacy principle is the foundation of regulations aimed at making banks 

more resilient. Capital adequacy refers to the minimum level of capital for absorbing the 

potential losses from the current banks’ books. Ensuring a proper level of capital fostered 

the emergence of sound risk management practices and imposed risk models designed 

for quantifying the potential losses of a bank arising from its current risks. 

2. REGULATION PRINCIPLES 

The primary purpose of risk regulations is to prevent systemic risk, or the risk of collapse 

of the entire system due to interconnections between financial firms. However, 

regulators face dilemmas when attempting to control risks. Providing more freedom to 

financial firms has been a long-standing argument for avoiding too many regulations. But 

relying on codes of conduct, rather than rules, would imply relying on self-discipline, or 

“self-regulation”, which would not inspire trust in the system. 

The financial system is subject to moral hazard. Moral hazard is a situation in which a 

party is more likely to take risks because the costs that could result will not be borne by 

the party taking the risk. It results in a tendency to be more willing to take a risk, knowing 

that the potential costs or burdens of taking such risk will be borne, in whole or in part, 

by others. Any insurance mechanism potentially generates moral hazard. One the oldest 

regulations is deposit insurance. Under deposit insurance, depositors are guaranteed the 

value of their holdings in banks, subject to a cap, that varies across jurisdictions. The 

regulation provides some safety to depositors, but it does not have much effect on the 

risk-taking behavior of banks, as depositors are not able to impose a discipline on banks. 

The protection of bank depositors is an insurance potentially generating moral hazard in 

the absence of prior penalty for taking risks. The limited liability of shareholders is 

another source of the lack of self-discipline. A significant increase of risk can potentially 

lead to a risk-maximizing behavior. When risks are already high, shareholders have not 

much to lose and they might prefer to make riskier bets that increase the chances of 

failing. When banks face serious difficulties, the barriers that limit risks disappear. The 

“too big to fail” issue is a potential source of moral hazard. It refers to a situation where 

no large institution can be allowed to fail for fear of contagion to many others. Many big 

firms are lending to large financial firms, and would incur large losses if these fail. The 

domino effect refers to the cascading effect of the failure of large institutions, triggering 
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the failure of others, which, in turn, triggers another wave of failures. Because of fear of 

such domino effect, the regulators might not allow large institutions to fail, generating 

moral hazard for the major financial firms. The issue arises from the 

“interconnectedness” of large financial institutions. The financial crisis demonstrated that 

such issues were not hypothetical. In the United States, after assisting in the bail-out of 

some large financial firms, the financial authorities let Lehman Brothers down in 2008, 

which is considered as the critical event in the development of the financial crisis. 

Perhaps the authorities wished to demonstrate that no one single firm was too big to fail. 

But it ended up in a situation where systemic risk materialized. Regulations aiming at 

resolving issues occurring in the event of failure, such as deposit insurance, help to 

ensure some trust in the system. The resolution plans for an orderly dismantling of large 

firms, promoted by regulators following the crisis, are another example. But they are 

after-the-fact rules that do not prevent banks from taking too much risk. The core 

concept of risk regulations is the “capital adequacy” principle, which imposes a capital 

base commensurate with risks to which each bank is exposed. Instead of “dos and 

don’ts”, banks need to have enough capital to make their risks sustainable. If capital is 

high enough to absorb large losses, the banks would be safe. The size of the capital base 

depends on how much risk banks are taking. Capital-based rules raise implementation 

issues, as the capital charges of banks turn out to be a quantified assessment of their 

risks. Guidelines for regulations are defined by a group of regulators meeting in Basel at 

the Bank of International Settlement (BIS), hence the name of “Basel” Accords for the 

successive rounds of regulations since the initial Basel 1 Accord. 

3. CAPITAL ADEQUACY 

Under the capital adequacy principle, capital is the last “line of defense” for avoiding 

failure in stressed conditions. The solvency of banks cannot be impaired unless the firm 

incurs losses in excess of capital. The higher is the capital buffer against losses, the higher 

is the protection. The capital adequacy principle is a preemptive protection against 

failure. Capital-based regulations impose that the losses from risks be quantified. The 

quantification of risk evolved from the simple rules of the 1988 Accord for credit risk, up 

to more elaborated and complex rules of the current Accords. The first implementation 

of capital-based regulations was enforced in 1988 for credit risk with the well-known 

Cooke ratio, initiated with the Basel 1 Accord.1 the first Accord focused on credit risk. 

The Cooke ratio sets the minimum required capital as a fixed percentage of assets 

weighted according to their credit quality. The capital base included any debt 
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subordinated to other commitments by the bank. Equity represented at least 50% of the 

total capital base for credit risk, also called the “tier 1” of capital or “core capital”. The 

available capital puts a limit to risk taking, which, in turn, limits the ability to develop 

business. Under a deficiency of capital, the constraint requires raising new equity, or 

liquidation of assets, or taking risk mitigating actions. The original Cooke ratio of the 1988 

Accord stipulates that the capital base should be at least 8% of weighted assets. Risk-

weighted assets (RWA) are calculated as the product of the size of loans with risk 

weights. The risk weights serve for differentiating the capital load according to the credit 

quality of borrowers. The calculation of the capital, which is still implemented today, is: 

Capital =8%* Risk weight * Asset size 

The 8% is the capital adequacy ratio, which is evolving with regulations and getting closer 

to around 10% as new regulations are gradually enforced. The regulators’ 8% capital 

adequacy ratio can be interpreted as a view that banks could not lose more than 8% of 

their total risk weighted portfolio of loans for credit risk, thanks to risk diversification. 

With this value of the ratio, the debt-equity ratio is: 92=8 ˆ 11:5. The original Basel 1 

Accord was designed for keeping calculations simple and allowing an easy 

implementation. For example, a loan of value 1000 with a risk weight of 100% has a 

capital charge of 80; if the loan is a mortgage, backed by property, it would have a capital 

charge of: 50% 8% 1000 =40. 

The weight scale started from zero, for commitments with sovereign counterparties 

within the OECD, at the time when Basel 1 was implemented, and up to 100% for non-

public businesses. Other weights were: 20% for banks and municipalities within OECD 

countries, and 50% for residential mortgage-backed loans. Some off-balance sheet 

commitments, the commitments without any outlay of cash, were weighted 50%, in 

conjunction with these risk weights. Today, the same general concepts prevail, using a 

capital ratio that is a percentage of riskweighted assets and risk weights being far more 

risk sensitive. Regulations do not imply that the true risk of a portfolio is exactly 

measured by the capital charges. They determine capital charges for portfolios 

representative of the industry as a whole, not of the specifics of the portfolios of 

individual banks. Regulators recommended that banks develop their own estimates of 

credit risk through models. Economic capital refers to better measures of the specific risk 

of the banks’ portfolios. 
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The 1988 Accord was followed by capital regulations on market risk in 1996, amended in 

1997. The extension to market risk was a major step in 1996/97 as it allowed banks to 

use models for assessing capital charge for market risk. Since traded assets can be 

liquidated over short periods, the relevant losses are due to market movements over the 

same horizon. Capital for market risk should provide a protection against the loss of value 

that could occur over the liquidation horizon. The regulation promoted the value-at-risk 

concept. The value-at-risk, or VaR, is the potential future loss for a given portfolio and a 

given horizon, which is not exceeded in more than a small fraction of outcomes, which is 

the confidence level. The basic idea is the same, defining the minimum amount of the 

capital charge, as a function of risks. The risks are assessed either through rules defining 

capital charge by transaction or VaR-based risk models for market risk. Once VaR-based 

capital charges were authorized, they became widespread in the financial industry. The 

Basel 2 Accord of January 2007 considerably enhanced the credit risk regulations. The 

schedule of successive Accords, from Basel 1 to Basel 2, is summarized as follows: 

1988    Basel 1 

1996–1997   Market Risk Amendment allowing usage of internal models for 

market risk2 

1999–2007   Consultative packages on the Basel 2 Accord 

2007    Basel 2: Qualification of banks for Basel 2 (Europe) 

Dec. 2007   Implementation of Basel 2 capital calculations 

The approaches of Basel 2 for credit and the update for market risk were published in 

June 2006 in “International Convergence of Capital Measurement and Capital Standards 

– A Revised Framework, Comprehensive Version” [21]. The goals of the new Accord 

were: 

 To promote stronger management practices; 

 To promote more risk-sensitive capital requirements through a greater use of 

banks’ own assessment of the credit standing of the borrowers;  

 To provide a range of approaches for determining the capital charges for credit 

risk by allowing banks and supervisors to select the options that were most 

appropriate for their operations. 
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The Accord also introduced new capital requirements for operational risks. For 

making the capital charge risk sensitive, the Accord provides incentives to use the 

“internal ratings-based” (IRB) approach, using as inputs for the risk weights the 

internal ratings, or credit risk assessments, of banks. When not applicable, the 

banks can rely instead on a “standardized approach” where the risk weights are 

regulatorily defined. 

4. SOME LESSONS OF THE FINANCIAL CRISIS 

The new waves of regulations, known under Basel 2.5 and Basel 3, are inspired by 

the lessons of the crisis, which are briefly summarized hereafter. The crisis raised a 

number of issues, with respect to liquidity, fair value accounting or solvency, as 

they interact and result in contagion and pro-cyclicality. Contagion refers to the 

waves of failures triggered from individual failures to the system as a whole. Pro-

cyclicality refers to the mechanisms that amplify the cycles of the financial system. 

4.1 Liquidity 

The crisis was characterized by the liquidity crunch that plagued the financial 

system in 2008.3 A lack of liquidity can emerge from the risk aversion of lenders in 

stressed times. Players refrain from providing liquidity in a context of failures as no 

one knows who is next to fail. The “who is going to be next to lose” issue makes 

potential lenders reduce their exposures to others, for fear that they would suffer 

unexpected losses of undetermined magnitudes. Other mechanisms contributed 

to the liquidity squeeze. The overreliance on short-term funds, a characteristic of 

the system at the time of the crisis, exacerbates the effect of a liquidity crunch. 

Once liquidity dried up, all liquidity commitments of banks, whereby banks commit 

to lend within limits to borrowers, were triggered and translated in a great deal of 

“involuntary lending”. Financial players had to comply with their commitments 

precisely when they had insufficient liquidity for themselves. Involuntary lending 

was a source of liquidity for some, but it made liquidity even scarcer as financial 

firms started to hoard liquidity. The liquidity crunch lasted even after massive 

injections of liquidity by central banks through various programs of purchases of 

financial assets from banks. Presumably, banks and financial firms were “hoarding 

liquidity” as a protection against a lack of liquidity instead of using it for extending 

credit. Monetary authorities could not prevent the credit crunch that followed. 
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4.2 Fair Value 

Fair value is pro-cyclical as it extends the markdowns to all assets accounted for at 

fair value, traded or not.4 many assets lost value in inactive and illiquid markets. 

As a consequence of the magnitude of the downturn, fair values appeared 

disconnected from the fundamental values of assets. The category of assets 

subject to model valuation extended to assets that, in normal circumstances, 

would have been fairly valued from prices. Model prices were subject to a 

negative perception, since many assets lost perceived value as the confidence in 

models evaporated. 

4.3 Solvency 

When markets move down, fair value rules trigger markdowns of portfolios, even 

if there is no intention to sell them, which translates into losses and erodes the 

capital base of banks. Fair value rules in severe conditions made losses 

unavoidable. Moreover, leveraged banking firms tend to reduce their debt 

through fire sales of assets. When liquidity relies on fire sales of assets under 

adverse conditions, markdowns bite the capital base. Under stressed conditions, 

solvency and liquidity become intertwined. Whether illiquidity or solvency is the 

initial cause does not matter. Once the mechanism triggered, it operates both 

ways. 

4.4 Pro-cyclicality 

For borrowing, financial firms pledge their portfolios of securities to lenders. Such 

collateral based financing is subject to loan-to-value ratios, whereby the value of 

pledged assets should be higher than the debt obligation. In a market downturn, 

complying with ratios imposes that additional collateral be posted for protecting 

lenders, or, alternatively, that debt be reduced. In a liquidity and credit crunch, 

cash is raised from the sales of assets for paying back the debt. Fire sales of assets 

for reducing debt and bringing back asset value in line with loan-to-value ratios 

add to the market turmoil.5 The mechanism is pro-cyclical. Fire sales of assets 

create a downward pressure on prices, which triggers a new round of collateral 

calls. This new round results in additional sales of assets and starts another cycle 

of market decline, and so on. An adverse feedback loop between asset prices and 

system liquidity develops as a result of such interactions. The mechanism is 

strongly pro-cyclical: if asset values move down, sales of assets amplify the 

downturn. In a highly leveraged system, the adverse dynamics develop until the 
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system deleverages itself. Unregulated funds tend to highly leverage their 

portfolios for enhancing the return to investors. In a favorable environment, asset 

values are up and extending collaterized credit to funds is easy. In a stressed 

environment, the deleveraging of funds puts pressure on the entire system. 

Regulations are also pro-cyclical because they impose capital buffers that tend to 

increase in adverse conditions, while simultaneously the losses shrink the capital 

base. The process results in credit contraction precisely when credit is needed 

most by firms chasing funds in illiquid markets, and contributes to the contraction 

of the whole system. 

4.5  Securitizations and Contagion of Credit Risk 

Securitizations refer to the sales of pools of banking book assets to investors in the 

capital markets by issuing bonds backed by these assets. Securitizations were a 

key technique in the “originate and distribute” business model of banks, whereby 

the banks finance their loans in the markets and, simultaneously, free their capital 

from backing the risk of sold loans. Prior to the crisis, banks off-loaded and 

distributed massive amounts of their credit risk into the capital markets.6 The so-

called “toxic assets”, such as subprime loans, were believed to have found their 

way into the pools sold in the markets and the risk was perceived as disseminated 

throughout the whole system. 

Rating agencies recognized that they underestimated the risk of asset-backed 

bonds, many with the highest quality grade, and a wave of downgrades followed. 

Downgrades command a higher cost of funds, and a higher required return, which 

translate in a loss of value of the downgraded assets. Investors in asset-backed 

bonds of securitizations, originally of a high quality, incurred massive losses. The 

trust in the securitization mechanism disappeared, and with it a major source of 

funds for the banking system. 

4.6 Rating Agencies and Credit Enhancers 

The frequency of downgrades by rating agencies increased abruptly by the end of 

2007, as rating agencies seemed not to have anticipated the effect of the crisis 

and tried to catch up with bad news. Lagged downgrades were concentrated in 

time, instead of gradually measuring the actual credit standing of issues. All 

entities were hit by rating downgrades. Among those are insurance companies, or 

monoclines, acting as “credit enhancers”. These firms enhance the credit quality 

of assets by providing insurance against credit loss. But the “wrapped” instrument 
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quality is as good as the quality of the insurer. Downgrades of credit enhancers 

have a leverage effect as any instrument “wrapped” in a guarantee by credit 

enhancers is also downgraded. Because monoclines extended so many guarantees 

to assets, they were highly exposed to the risk that erupted in a short period of 

time. It was not long before credit enhancers were downgraded. AIG, the biggest 

insurance company in the world, extended credit insurance by trading credit 

derivatives, and collapsed when lenders required the firm to post collateral 

against its numerous commitments. 
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Chapter Ten 

1. Liquidity Management and Liquidity Gaps 

The balance sheet ratios of Basel 3 take care of minimum liquidity requirements. 

For managing liquidity in a non-stressed environment, banks need to make 

financing and investing decisions depending on their cash positions, current and 

expected. For financing decisions, they need to assess how much they need, in the 

case of projected deficits, from which date and until when. Managing the funding 

requires projecting the existing assets and liabilities for determining any future 

imbalance. 

2. LIQUIDITY AND LIQUIDITY RISK  

Before the financial crisis, a shortage of liquidity referred to a situation when a 

bank raises cash at a higher cost than usual conditions, with an extreme shortage 

leading to failure. The financial crisis of 2008 demonstrated that liquidity 

disruption could be system-wide, that liquidity could evaporate in a matter of days 

and that liquidity is highly scenario dependent: “One moment it is there in 

abundance, the next it is gone.” 1 Accordingly, the cost of liquidity cannot be 

ignored anymore and has to be fully recognized in the bank’s cost of funds: the 

cost of funding liquidity is addressed in Chapter 10 dedicated to internal pricing of 

funds. 

3. Liquidity and Financing 

Liquidity is often impaired by adverse events, which are not directly related to 

liquidity issues. Bank-specific events include adverse earnings or loss 

announcements, or a downgrade of the firm. System-wide events are market 

disruptions, as the last financial crisis demonstrated. However, the chances that 

events materialize in a liquidity crisis depend on how vulnerable the sources of 

liquidity are at the firm level. Banks raise cash by borrowing short-term or stable 

resources, secured or not, or alternatively raise cash from the sale of assets. 

Borrowing uses a variety of instruments such as interbank debt, wholesale debt or 

customers’ deposits. Banks also rely on committed lines of credit from other 

banks, on which they can draw if need be. Funding risk has to do with the 

availability or unavailability of sources of funds at a reasonable cost of funds. The 

trust of the providers of liquidity is critical. Wholesale lenders can stop lending 

almost whenever they decide. Banks can refrain from letting borrowers draw on a 
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credit line when they think that the risk of a legal procedure is lower than the risk 

of losing the money lent. The reliance on stable sources of funds mitigates funding 

risk. Stable funds include bond issues, secured borrowings over a horizon beyond 

one year and the stable fraction of deposits. An alternate source of cash is the sale 

of market assets. Most financial firms hold financial assets. All assets are liquid if 

we extend the time frame. Even loans can be traded or securitized if time permits. 

High-quality and short-term assets are valuable because they can be easily sold, 

and without significant discount since they are not sensitive to interest rate 

variations. Many other assets are tradable but they are less liquid, which implies a 

longer time frame and higher potential discounts from variations of interest rate 

or because the volume of sales depresses their prices. Banks might refrain from 

holding large balances of high-quality and short-term assets because of their lower 

earnings. Because such assets are the unique alternate source of funds in the 

presence of funding disruptions, regulators introduced the liquidity cover ratio for 

imposing a minimum liquidity buffer to banks. Cash can also be obtained without 

selling assets, by pledging them for raising secured debt. The amount of secured 

borrowing that can be potentially raised is the asset current value minus haircuts2 

required by lenders. Good quality assets, those assets with a good credit standing 

of issuer and that can be traded, can always be “turned into cash”, either through 

sales or secured borrowing. Banks tend to finance long-term assets with short-

term resources. The resulting mismatch is a major source of liquidity risk. 

Mismatches of maturities generate liquidity risk because the short-term debts 

need to be rolled over for financing the long-term assets. They also have interest 

rate risk because the spread between long-term and short-term interest rates 

fluctuates with market movements. 

4. Liquidity Risk in the Banking Book 

All stochastic factors affecting cash flows contribute to the level of liquidity risk of 

banks. Stochastic cash flows occur because clients hold options to increase or 

decrease their loans or deposits at the bank. A significant portion of assets and 

liabilities within a bank’s balance sheets typically consists of so-called “non-

maturing accounts”, or accounts with an indeterminate maturity. The cash flows 

to and from these accounts are not deterministic but stochastic, and contribute to 

liquidity risk. Such accounts include demand deposits on the liability side and 

consumer loans or overdrafts on the asset side. On the liability side, banks’ clients 
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may freely increase or withdraw their deposits. On the asset side, consumer loans 

and credit card accounts are rolled over within the bank’s authorization limits, at 

customers’ initiative. Clients can increase or repay their drawn amounts on 

consumer loans, such as credit cards and overdrafts, at any point in time and 

without penalty. Those loans are the equivalent of deposits on the asset side. 

Fixed-rate mortgage loans can be prepaid by borrowers who would like to take 

advantage of declining rates. Stochastic cash flows arise from such rights 

embedded in banking products. 

5. LIQUIDITY GAP TIME PROFILES 

Liquidity gaps refer to the projected imbalances of sources and uses of funds. Gap 

reports provide the necessary information for taking funding or investing 

decisions. Gap management consists of managing the projected mismatches 

between assets and liabilities. The liquidity gaps are the differences, at future 

dates, between the projected balances of assets and liabilities of the banking 

portfolio. The existing assets and liabilities amortize (run off) gradually over time, 

and the time profiles of their balances are declining. Projections are “static” when 

they ignore new loans, new deposits or debts at future dates. Static liquidity gaps 

have a time profile depending on how assets and liabilities run off. At a future 

date, t, the liquidity gap is the algebraic difference between the projected 

balances of existing assets and liabilities. There are as many gaps as there are time 

points over the planning horizon. At each future date t: 

Liquidity gap (t) =Assets (t) Liabilities (t) 

Figure 4.1 shows typical situations for the time profiles of assets, liabilities and 

gaps. The current gap, as of today, is zero as the sizes of assets and liabilities 

match. Any excess of funds, or any deficit of funds, at this starting date is 

supposedly fully funded or invested. As time passes, the existing assets and 

liabilities amortize.  

6. TYPES OF LIQUIDITY GAPS 

Several liquidity gaps could be considered: marginal gaps, static and dynamic gaps. 

The usual liquidity gaps are static, derived with a scenario of the runoff of existing 

assets and liabilities only. When gaps include the new loans or debts, they are 

called dynamic. Under a dynamic view, the outstanding balances of assets and 

liabilities often increase with time rather than amortize, as with static gaps, 

because new loans and new debts pile up over the amortizing loans and debts. 
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Incremental or marginal gaps are the differential variations between two adjacent 

time points of assets and liabilities. The cumulated marginal gaps, from today up 

to a date t, match the gap between the outstanding balances of assets and 

liabilities as of the same date. Table 4.1 is an example of the time profile of both 

cumulative gaps and incremental gaps. In the example in the table, assets 

amortize slower than liabilities. The inflows from repayments of loans are smaller 

than the outflows from the amortization of debts. 

A positive marginal gap means that the algebraic variation of assets exceeds the 

algebraic variation of liabilities: it is an inflow. A negative marginal gap means that 

assets amortize at a slower pace than liabilities at that period: it is an outflow.3 

The marginal gaps represent the new funds to be raised over the period, or the 

new excess funds of the period available for investing (Figure 4.2). For example, 

the marginal gap for the period between date 2 and date 3 is +100. It is the 

additional deficit of the period. It is also the amount of funding required if 

previous deficits up to date 2 have been closed.4 Marginal gaps represent the new 

amounts raised, or invested, over a given horizon, if, and only if, the incremental 

financing or investments between initial date and current date are still in place 

today. On the other hand, cumulative gaps are cumulated deficits or excesses of 

funds, assuming no intermediate fundraising or investing took place between the 

initial date and the date at which the gap is projected. Table 4.2 shows a typical 

liquidity gap report. The time buckets are quite large in this sample table. Most 

gap reports provide gaps over frequent time points, for example monthly for up to 

one to three years. The calculation of gaps is simple, but it is conducted over a 

very large number of lines in the balance sheet. Standard asset-liability 

management (ALM) information systems provide gap reports, given the details of 

the amortization of each item of the balance sheet. A sample output of such 

software, used in a retail bank, is shown in Figure 4.3. The top part of the picture 

shows how assets amortize through time by monthly steps. The grayed area is the 

outstanding monthly balance, measured along the Y-axis. The liabilities are shown 

as another grayed area in the down section of the same graph. The time profile of 

liquidity gaps is the difference between assets and liabilities. The gaps are the 

differences between those two areas. The isolated lines show the average interest 

rates of assets and of liabilities, respectively. 
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7. MANAGING INCREMENTAL GAPS 

As in all projections, gaps have limitations. Notably, they are based on 

assumptions and rules for projecting the runoffs of accounts with indeterminate 

maturities. Gap reports are not intended to model the behavior of these accounts, 

but they need to be based on sensible assumptions. In gap reports, projections are 

based on discrete scenarios, where runoffs are seen as deterministic. But a 

significant fraction of assets and liabilities generate stochastic cash flows. Deposits 

have no maturity, but are sticky; mortgages can be pre-paid or their customer’s 

rate be renegotiated; credit lines of off-balance sheet commitments can be drawn 

at the client’s initiative within limits; consumer and credit card loans tend to roll 

over. With indeterminate maturities, the runoffs are stochastic rather than 

deterministic. A general rule is that the liquidity scenarios should be constructed 

from effective, rather than contractual, runoff schedules. Frequent updates of 

reports take care of short-term uncertainty. Between two consecutive gap 

reports, the effective balance of all accounts, including those with random cash 

flows, is observed. In Figure 4.5, the gaps shown are seen from date t. At this date, 

the liquidity gap is closed but the gap at t + 1, viewed from t, is open. The picture 

changes as time passes. If projections are exact and if there are no new debts or 

loans, the gap at t + 1 is identical to the projected gap viewed from the initial date 

t. Once this next date, t + 1, is reached, the positive gap is closed with new 

funding. However, in general, the new gap at t + 1 differs from its projected value 

because of random cash flows from assets and liabilities existing at t, and because 

of new loans and debts. The actual runoff of resources, deterministic or not, is 

now recorded at t + 1. The entire time profiles of assets and liabilities are also 

updated. Frequent updates allow gap management to be incremental, with 

periodic adjustments, which allows adjusting to expected and unexpected changes 

as they occur. 

Incremental gap management takes care of the short-term uncertainty. But, in 

general, gap reports extend over long horizons, eventually up to the longest 

maturity of accounts in the balance sheet. Gaps over the next two or three years 

are actively managed. Non-maturing accounts and mortgage runoffs have 

generated a considerable debate in the industry on how to manage risks. Discrete 

scenarios use projections relying on conventions and measures of effective 

runoffs. For loans, statistics of amortization are available. Effective runoffs are 

derived from historical data, as the average amortization for pools of loans. 
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Statistics allow more elaborated modeling of the behavior of the accounts, for 

example for prepayments of mortgages. On the liability side, demand deposits 

have a legal zero maturity because they can be instantly withdrawn from the bank. 

However, a substantial fraction of current deposits is stable over time, or “sticky”. 

The remaining fraction is volatile, and is considered as short-term debt. The core 

deposits represent a stable resource, for which an amortization schedule is 

required for projecting liquidity gaps. In many instances, rules rely on conservative 

conventions. For example, an annual constant amortization rate of 5%, or 10%, 

can be chosen for gap reports. These rates correspond to durations of, 

respectively, 20 or 10 years. Such conventions generate an additional liquidity gap 

equal to annual amortization, which, in general, is not in line with reality. 

However, conventional amortization is a common practice because it is 

conservative. The alternate solution is to define an effective runoff for the stable 

fraction of deposits. Effective runoffs can be inferred from time series of the 

number of accounts and of deposit balances. Only those accounts that existed at 

some historical point in time, used as origin, should be monitored, which implies 

that existing accounts at origin be isolated from new accounts opened later. The 

number of existing accounts decreases as time passes, as some accounts are 

closed, but the behavior of their aggregated balance also depends on the balance 

of each individual account. If the average unit balance, the amount held per 

account, were constant, the outstanding balance of deposits would amortize at 

the same rate as the number of accounts. But if the unit balance increases with 

the age of account, the aggregated balance of accounts decreases at a slower 

pace than the number of accounts, and can eventually increase over time. Such 

analyses are used to support the projections of deposits. They have implications 

other than obtaining sensible liquidity gaps. For example, the sensitivity of the 

economic value of the balance sheet is a target variable for ALM (Chapter 7). It 

depends, among other factors, on the duration assigned to deposits. 

8. DYNAMIC LIQUIDITY GAPS 

For liquidity management purposes, it is a common practice to focus primarily on 

the existing assets and liabilities and static gaps. The rationale of the usage of 

static gaps is that there is no need to obtain funds in advance for new 

transactions, or to manage today resources that are not yet collected. Funding the 

deficits or investing excesses of funds from new business occurs when they appear 
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in the balance sheet, not earlier. Moreover, the liquidity gaps are continuously 

updated, and the new loans or debts will appear gradually in the updated static 

liquidity gap profile. Dynamic liquidity gaps add to the amortization profiles of 

existing assets and liabilities the projected balances of new loans and new 

deposits, at the time of the gap report. Such balance sheet projections are used 

for budgeting purposes, and also serve to make sure that limits on financing raised 

at any future periods will not be exceeded. Total assets and liabilities, existing plus 

new ones, tend to increase in general, rather than amortize. Gaps for both existing 

and new assets and liabilities are required to project the total excesses or deficits 

of funds between today and the future dates. Figure 4.6 shows new transactions 

combined with the existing assets and liabilities. Note that volumes of new assets 

and liabilities should be net from the amortization of the new loans and of the 

new deposits, since the amortization starts from the origination date of these 

transactions. 

9. FUNDING LIQUIDITY MANAGEMENT 

Controlling liquidity risk implies spreading over time the required amounts of 

funding, and avoiding unexpected gaps or gaps in excess of what the firm usually 

raises in the market. Limits serve for making sure that funds raised in future 

periods will remain within acceptable boundaries. The process requires spreading 

the debts raised in a sensible way across periods. Illustrated below are two 

examples of profiles of existing assets and liabilities with initial deficits. In both 

cases, the resources amortize quicker than assets and the deficits extend, with 

varying amplitude, up to the horizon. The purpose of the examples is to show how 

gaps can be managed. It is assumed, for example, that the ALM committee wishes 

to close all gaps. This means that new resources should be contracted in order to 

raise the time profile of resources up to the one of assets. The issue is to define 

which new debts are consistent with the new goal. For defining how much cash 

should be raised, when and until which date, defining a planning horizon is a 

prerequisite. New debts are defined by their size and by the initial date when they 

are contracted and by the final dates when they are repaid. “Layers” of debts 

starting from the final horizon are combined in order to raise the time profile of 

liabilities until it reaches the time profile of assets. 
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10. LIQUIDITY CRISES AND STRESS SCENARIOS 

Gaps do not address the situations of liquidity crises. Stress tests and contingency 

plans are better suited to such extreme situations. The framework for addressing 

liquidity management, notably under stressed conditions, has been now expanded 

with new regulations and new principles. Liquidity crises can be triggered by many 

adverse events, which can be specific to a firm or system-wide. At the level of the 

firm, an unexpected release of information might cause usual lenders to cut down 

their credit lines. Unexpected and sudden losses threaten solvency and disrupt the 

willingness to lend by other financial players. A downgrade of the bank’s rating can 

also have major effects on both the asset and the liability side. The cost of funding 

will increase and the bank might become ineligible for further lending by other 

institutions. The same cause can trigger margin calls, through which the bank is 

supposed to post more collateral in its debt, or, alternatively, reduce its debt. 

Global events include: a system-wide “run on deposits”; a liquidity crunch caused 

by failures; and the fear of contagion of adverse events across financial institutions 

causing an increase of risk aversion and reluctance to lend. There are several 

examples of such crises: the Russian debt crisis, the “Y2K” fear of information 

systems failure; the 9/11 crisis; and the subprime crisis of 2007 and 2008, which 

showed that a freeze of the most liquid markets could effectively happen. Stress 

tests consist of simulating what could happen in a worst-case event. The possible 

origins of a crisis and the historical events provide examples of such situations and 

can serve as a reference for designing the stress scenarios. Contingent plans serve 

for assessing the ability to generate cash flows to meet debt commitments and 

deposit withdrawals, or margin calls on collaterals, under extreme circumstances. 

In order to provide some practical inputs to such plans, banks have to consider the 

size of the liquid asset portfolio, balance sheet and funding limits, maximum 

repos5 that can be contracted, the diversification of sources of funding and the 

levels of unsecured funding. Once these are identified, a bank can further diversify 

sources of funding, increase the base for repo financing, etc. The report on sound 

liquidity management practices6 provides a number of criteria for addressing such 

contingency plans. 
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Chapter Eleven 

1. Portfolio Risk and Factor Models 

The volatility of the return of a portfolio and its value-at-risk (VaR) are measures of the 
risk of 
Portfolios of traded assets. The higher the volatility of the return, the higher the chances 
of 
Observing wider and negative earnings. Both measures depend on how diversified the 
portfolio 
Is. The variance–covariance approach is the classical method for measuring the 
dependencies 
Between the returns of individual assets and the extent of risk diversification. 
With large portfolios, dealing with all asset covariances would be complex. Factor models 
Allow modeling the diversification from the variance–covariance matrix of factors from 
which 
Asset returns depend. Because there are fewer factors than individual assets, it is easier 
to work 
With factors than with individual assets. When the sensitivities of asset returns to factors 
are 
Constant and when returns are normally distributed, the VaR is expressed by simple-
closed form 
Formulas. These are the assumptions of the delta-normal VaR. 
This chapter explains how the volatility of the portfolio return derives from the variance– 
Covariance of the returns of assets within the portfolio, or from the variance–covariance 
of risk 
Factors returns. It introduces factor models and shows how they simplify the 
determination of 
the volatility of the portfolio returns. Finally, the standard formulas of the delta-normal 
VaR are 
Derived. 

2. PORTFOLIO RETURN VOLATILITY, CORRELATIONS AND COVARIANCES 

 
The basic inputs for measuring portfolio return and its risk are the random returns of 
individual 
Positions. Each individual return X has an expectation, E.X., and a volatility. The volatility, 
σ.X., is the square root of the variance, V.X., of the return. The variance, V.X., is the sum 
of the 
Squared deviations from the mean weighted by probabilities of occurrence. The portfolio 
return 
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is the weighted average of individual returns, with weights calculated from the values of 
each 
Position at the beginning of the period. 
One measure of portfolio risk is the volatility of its return, which depends on how 
dependent 
Individual returns are from each other. For a pair of positions, the random returns of 
each are 
Noted X and Y. The correlation is a coefficient in the range _1 to .1, which measures the 
Strength of the association, and its direction, positive or inverse. The value .1 means that 
the 
Two variables always vary in the same direction; a correlation of _1 means that they 
always 
Vary in opposite ways, and a zero correlation means that they are independent. The 
covariance 
Is an alternate measure of correlation: it is the sum of the products of the deviations 
from the 
Mean of two returns, weighted by the probabilities of occurrence of each pair of values. 
The 
Correlation is the ratio of covariance by the product of the variances of X and Y. 
The covariance between two random individual returns, X and Y, is Cov.X; Y., or σxy in 
Short form. The relation with the correlation coefficient for the two variables is σxy . 
ρxyσxσy, 
Where ρxy is the correlation between variables X and Y, and σx and σy are the standard 
Deviations, or volatilities, of variables X and Y. 
With a portfolio of assets, the portfolio return, YP, over a discrete period, is the weighted 
Average of arithmetic asset returns Yi, between the same dates, using the initial weights 
of 
Assets wi.1 In general for a portfolio of n assets, the portfolio return is: YP . Pi.1;nwiYi. 
The 
Variance of the return Yi is the volatility σi of the return squared and the covariance’s are 
the 
Products of the correlation coefficients by the volatilities of the two returns: 
σ2i=σ2.Yi. and σij =Cov.Yi; Yj= ρijσiσ 
 

The following calculations apply to a portfolio of two assets. The weights of the assets are 
30% and 70%. The portfolio return is: YP . w1Y1 . w2Y2. The variances and the covariance 
of 
the returns of the two assets form a square matrix (2, 2), with variances along the 
diagonal and 
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covariance off-diagonal. The matrix is symmetric because the covariance does not 
depend on 
the order of the two variables. The numerical values of the example are: 

 

Σ = 

  

   

=  

 

3. FACTOR MODELS 

The calculation of the portfolio return volatility is difficult to implement when there are 
Thousands of positions. Factor models reduce the dimensionality of the problem. A 
factor 
Model is a linear relation between the return of each single asset and the returns of a 
smaller 
Number of factors on which individual asset returns depend. The coefficients of the 
factors 
Measure the sensitivities of the asset return to the factors. 
Relations between asset returns and market parameters can be exact, such as in pricing 
Formulas. For example, the value of a foreign exchange contract, for illustrating the 
calculation of VaR, is an exact function of several risk factors. Such pricing 
Formulas are not linear, but they can be approximated by linear functions for small 
deviations of 
Markets. When there is no exact relation with factors, a linear relation is obtained with 
statistical 
Techniques, using traditional regression analysis. Such statistical fits explain only a 
fraction of the 
Variance of asset returns, the rest being the variance of the random error term 
independent of 
Factors. 
Factor models serve for modeling dependencies between individual asset returns 
because 
They link individual returns to a set of common factors. When factors vary, they generate 
movements 
Between assets returns. The general risk is the risk explained by factors. The 
Fraction of the variations of asset returns unexplained by factors is the specific risk of the 
asset. 

σ21 σ12 

σ12 σ22 

0:0677% 0:0180% 
0:0180% 0:0333% 
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When a factor model is based on regression analysis, the covariance’s between each 
factor and 
the residuals are zero and the expectation of the residual term is zero. Specific risk can be 
Diversified away by combining assets in portfolios, while the general risk cannot because 
it 
Depends on the same common factors. Factor models are used in risk models because 
they 
model the diversification effects. 
 

4. A Single-factor Model 

A traditional example of a single-factor model is the Sharpe’s Capital Asset Pricing Model 
(CAPM), where the return of a single stock is explained by the return on the stock index. 
Under 
The CAPM, stock returns depend on the equity index return .rm.. The coefficient of the 
equity 
Index is the β, which measures the sensitivity of the stock return to the index return. The 
Expected return of a single stock, with index i, is related to the expected equity index 
return 
Through the equation of the CAPM: 
 
E.ri= rf + βi.E.rm. _ rf . 
 
The equation implies that the expected stock return, ri, should be equal to the risk-free 
rate rf 
Plus a risk premium, which is the difference between the expected index return and the 
risk-free 
Rate, times βi, the beta of the stock. The βi is the sensitivity of the stock return to the 
stock index 
Return. Some stocks have high β and others low β. The response to a standard shock on 
the 
Equity index return, for example .1%, is the β. If β is higher than 1, for example 2, the 
stock 
Return should, on average, respond with an increase of .2%. If the β is 0.5, the response 
to the 
Same shock on equity index would be, on average, .0:5%. The beta equals one by 
definition for 
The equity index. The statistical version of the theoretical equation is a one-factor model: 
ri =β0 +β1rm +ε 
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The general risk of the stock return depends on the movements of the general market 
index. 
The error term is the fraction of the variations of the return independent of the index. 
The 
Variance of the stock return is the sum of the variance due to general risk and of the 
variance due 
To the error term, or specific risk, because they are independent: σ2.ri. . βiσ2.rm. . σ2.εi.. 
The model is simple, with only one factor explaining the variations of stock return. But, in 
General, asset returns depend on multiple factors. For example, bond values depend on 
many 
Interest rates of different maturities; option values depend on the underlying, on interest 
rates 
and on market volatility; foreign contract values depend on interest rates in different 
currencies 
plus the spot exchange rate; etc. 
 

5. SENSITIVITIES OF COMMON INSTRUMENTS 

Sensitivities of common instruments are well known, and reviewed hereafter for bonds, 
options 
and forward contracts. 
 

5.1 Bonds and Loans 

The values of fixed-rate bonds vary inversely with interest rates since they are the 
present 
Values of all contractual cash flows using interest rates as discount rates. The sensitivity 
of a 
Bond to a parallel shift of all rates is the duration. Since bonds depend on interest rates 
of 
Various maturities, it is convenient to assume a parallel shift of all rates. The sensitivity is 
a 
Negative number because of the inverse relation between bond values and rates. A 
common 
Measure of sensitivity for a bond is the basis point “DV01”. A basis point (“bp”) is 1% of 
1%, 
Or 0.0001, and sensitivities are measured by a number or in basis points. The duration 
formula 
Relates the change of the bond value to the shock on interest rates: 
ΔB . _DB Δi 
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In this formula, B is the bond value, D is the modified duration and Δi is the common 
shock 
to all rates. The sensitivity to a shock on any particular interest rate is the variation of 
value of 
This discounted cash flow. Using the proxy formula 1=.1. r. ∼ 1 _ r, the variation of value 
of 
The bond to a change, Δit , of the interest rate of maturity t is approximately: Ft.1 _ t Δit.. 
The 
Exact formula is the derivative of this single discounted cash flow at date t with respect to 
it . 

5.2 Options 

The value of options depends upon a number of parameters, as shown originally in the 
Black 
And Scholes model:3 the value of the underlying, the horizon to maturity, the volatility of 
the 
Underlying, the risk-free interest rate. The option value increases with the underlying 
asset 
Value, with its volatility, with the maturity, and decreases with the interest rate. Option 
Sensitivities are known as the “Greek letters”. 
The sensitivity with respect to the underlying asset is the “delta” (δ). The formula for the 
Delta of stock options is: Stock option. δ ΔS, where S is the value of the underlying asset. 
The delta is low if the option is out-of-the-money (underlying asset price below strike) 
because 
The holder does not get any payoff under immediate exercise. When exercise provides a 
positive 
Payoff, δ gets closer to 1 because the payoff of the option increases as the underlying 
asset 
Value increases.4 
The variation of δ is the convexity of the option, measured by gamma (γ). Gamma is the 
Change of the slope of the curve representing the option value as a function of the 
underlying. 
The delta is always between 0 and 1 (in absolute value); the gamma, which is the change 
of the 
Delta, is also always between 0 and 1. The option is sensitive to the time to maturity 
because a 
Longer horizon increases the chances that the stock moves above the strike price. The 
sensitivity 
With respect to residual maturity is theta (θ). The Greek letter θ measures the “time 
decay” of 



56 Risk Management  

 

The option value as time passes. The higher the volatility of the underlying asset, the 
higher the 
Chance that the value moves above the strike during a given period. Hence, the option 
has also a 
Positive sensitivity to the underlying asset volatility, which is the “Vega” (ν). Finally, 
payoffs 
Can occur only in the future, and the today value requires discounting, which implies a 
negative 
Sensitivity to the level of the risk-free interest rate. “Rho” (ρ) is the sensitivity to a 
variation of 
The risk-free rate. 

5.3 Forward Contracts and Interest Rate Swaps 

For all instruments that can be replicated by a portfolio of other instruments, the 
sensitivities are 
Derived from those of the components of the portfolio replicating the instrument. 
Forward 
Contracts can be replicated with static portfolios and can be valued using closed-form 
formulae. 
For example, a forward exchange contract depends on three risk factors, the spot rate 
and the 
Two interest rates in the two currencies. The sensitivities are derived either analytically 
or 
Numerically using such formulae. Similarly, a forward interest rate contract is replicated 
from 
Lending and borrowing the same amount in the same currency for differing maturities. It 
has a 
Long and a short leg, each with a single final cash flow. The sensitivities of each leg are 
the 
Durations of those contracts with the appropriate signs.5 Interest rate swaps can be seen 
as 
Borrowing and lending the same amount in a single currency for the same maturity, with 
Different interest rates. The sensitivity with respect to the fixed rate is that of the fixed-
rate leg 
Since the variable-rate leg has zero duration. 

5.4 PORTFOLIO RISK AND FACTOR MODELS 

The set of two-factor models, one for each asset, simplifies to a single two-factor model 
of 
The portfolio return, with two weighted coefficients, a single weighted constant and a 
single 
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Weighted residual. The expectation of the weighted residual is zero since it combines two 
Residuals with zero expectation. 
This shows that the volatility of the portfolio return can be calculated from the variance– 
Covariance matrix of the factors, instead of being derived from the variance–covariance 
matrix 
Of the assets. It is possible to proceed as if the portfolio of two assets behaved as a 
portfolio of 
Two factors. From here, the calculation of volatility of the portfolio return due to factors 
is 
Identical to the calculation of volatility for a two-asset portfolio, except that the weights 
of the 
Factors are the weighted sensitivities to each factor. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 








